Tpunoxenne Ne 10
k [IpaBuiaM 06 KCIIOJIB30BAHUH SJICKTPOHHOTO
cpenctaa miarexa Cucrema «1Bank»

TPEBOBAHMUSA
IO 3AINUTE OT BPEJOHOCHOI'O KOJA PABOYEI'O
MECTA CUCTEMBbI «IBANK>»

1. K cpeacrsam 3amuthl OT Bpe1oHOCHOT0 K02 OTHOCSTCS CPEICTBA, HCIIOIb3yEMbIE IS
e BBIIBJIICHHS U 00€3BpEXUBaHHs Bpe0HOCHOTO KOa (aHTHBHPYCHI);

® MEXCETEBOTrO IKpaHHPOBaHus Pabodero Mecra mwin ceTH;

o Web-dpunsrpamuu;

e O0OHAPYXXCHUsI U MPEIOTBPALICHHS BTOPKCHH;

® KOHTPOJIA BBIIIOJTHEHUA HpHHOX(CHHﬁ.

2. Jlng obecrmeueHns HaajIeKalei 3aUTH OT BpeIOHOCHOTO Kona KimenT o0s3aH:
e 00ecneuuTh HEMPEPHIBHOE MCITOIB30BAHKE CPEICTB 3aAIIUTHI OT BpeJOHOCHOTO KO/Ia, HAITPUMED:

o aHTHBHpyCcHBIe mporpammbl Kaspersky Internet Security, Dr.Web u T.n. ¢ (GyHKOIHSIMH KOHTpOIS
BBITIOJTHEHHS TIPUIOKCHNH, NPOBEPKM IOYTHl HAa Hanmnune BpemoHOcHOro kona, mpoBepku Oe3zomacHocTH Web-
CalToB,

o BCTpoeHHBIN B cuctemy Microsoft Windows 10/11 mepcoHaIbHBI MEXCETEBOH dKpaH;

O YHHBEPCaIbHOE YCTPOWCTBO C (YHKIHSIMH MEXKCETEBOrO 3KpaHa, aHTUBUpyca, Web-duiabrpanuy,
KOHTPOJISI ~ BBINOJIHGHUSI ~ NPWIOKEHWH, MEXaHM3MOB OOHAapyKE€HHs W  IPEJOTBPAILCHUS  BTOPIKEHHIA
PaloAltoNetworks, FortiGate, CheckPoint u T.m. OGHOBIATE 0a3bI CU'HATYD MO PACIIUCAHUIO.

e 00eCreunTh MEPUOJUUSCKUN KOHTPOJb IIEJIOCTHOCTH CHCTEMHOIO, MNPHUKJIAJAHOTO M CIEHHATBHOIO
MPOTPAMMHOTO 00CCIICUCHHS;

® CIXCIAHCBHO OCYHICCTBIIATH IIPOBCPKY Pabouero Mecta Ha HaIHYHE BpeHOHOCHOFO Koaa,

e o0ecreunTh peryjsipHOe OOHOBJEHHE CpEACTB 3allMThl OT BpenoHocHOro kojaa, OOHOBIEHHE
NPUKJIAJIHOTO TPOrPaMMHOTO OOECIHEYEHUs, YCTaHOBKY IIaKETOB OOHOBJICHHS O€30MacHOCTH OIEpPalOHHOM
CHCTEMBI;

®  HCIIOJIB30BATh JUUCH3MOHHOC IPOrpaMMHOE obecrneueHUe uiu IIpOorpaMMHOC OGCCHC‘IGHI/IG, TIOJIYYCHHOC
HCKITIOUYUTEIIbHO U3 JOBEPCHHBIX NCTOYHHUKOB,

® HCHOJb30BaTh IJIA pa6OTbI B Cucreme YUYCTHYIO 3aluchb, HE BXOJALIYIO B TIpYyIIy «JloxampHBIE
AIMUHUCTPATOPBD» WK AaHAJIOTUYHYIO I'PpYIITY HOHLSOBaTeHGﬁ;

® OCYHIECTBIATH BXOX B ceTh MHTepHET ¢ Pabouero mMecra MCKIIOYUTENBHO IS TOJKItoueHUs kK CalTy
Banka nnm 0OHOBJIEHHUS aHTUBUPYCHOM MTPOTPaMMBI, MPUKIIAIHOTO WIIH CHCTEMHOTO ITPOTPAMMHOTO 00eCIIeUeHHS.

¢ [IPEABAPUTCIILHO HA BBIACICHHOM KOMIIBIOTEPE MPOBEPATH CHhbEMHBIC HOCUTCIIN I/IH(bOpMaHI/II/I Ha HAJIU4YUC
BpenonocHoro xofa nepes HCnoiabp30BaHueM Ha Pabouem mecTe.



